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New FCC Task Force Seeks to
Protect Consumer Privacy

Introduction

In 1973, a select committee of the United States Department of Health, Education & Welfare (“‘HEW”)
presented an exciting vision of the future: “[clomputers linked together through high-speed telecommunications
networks” of such power and speed as to finally slake humanity’s age-old thirst for a universal system of
recordkeeping.! But this promise was tempered by peril. As “the relationship between the giver and receiver of
personal data grows more attenuated, impersonal, and diffused,” HEW warned, “an individual's control over the
personal information that he gives to an organization, or that an organization obtains about him” might slip.

Asserting that “personal privacy is essential to our well-being — physically, psychologically, socially, and
morally” — HEW, balancing the rights and responsibilities of recorder and recorded, arrived at some basic principles
for safeguarding it:

An individual's personal privacy is directly affected by the kind of disclosure and use made of identifiable
information about him in a record. A record containing information about an individual in identifiable form
must, therefore, be governed by procedures that afford the individual a right to participate in deciding what
the content of the record will be, and what disclosure and use will be made of the identifiable information in
it. Any recording, disclosure, and use of identifiable personal information not governed by such procedures
must be proscribed as an unfair information practice unless such recording, disclosure or use is specifically
authorized by law.?

Fifty years later, this formulation remains the cornerstone of the nation’s privacy laws. But the threats that
occasioned it remain as well, redoubling in complexity and severity with each leap forward in consumer
communications. Rapid technological change has strained the ability of federal regulators to protect the vital right to
privacy.

Jurisdictional turf wars among different federal regulators have further complicated the picture. As the
Brookings Institution has observed, “the crazy quilt of federal privacy regulation that exists in America today”
continues to grow, as identical services offered by ostensibly fungible communications providers “are subject to
separate privacy regimes from multiple regulatory agencies,” to the detriment of consumers and commerce alike.3

Shifting political winds have added to the challenges. In recent decades Congress and regulators alike have
proposed and then abandoned certain privacy protections, only to embrace them again years later when political
administrations and priorities shifted.

But sweeping change may be in the offing. On June 14, 2023, the Federal Communications Commission’s
(“FCC” or “Commission”) announced the creation of a Privacy and Data Protection Task Force (“Task Force”).
Charged with taking a whole-of-government approach and responsible for coordinating privacy and data protection
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activities across the agency, the Task Force signifies a new commitment to ensuring “cyber vigilance from every
participant in our communications networks.”4

The Origins of the FCC Privacy Regime

With the passage of the Telecommunications Act of 1996,% Congress established a new legal framework
governing carrier use and disclosure of customer proprietary network information (“CPNI”) and other customer
information obtained by carriers while providing telecommunications services. That framework added Section 222 to
the Communications Act of 1934, as amended (the “Communications Act”).6 Balancing both competitive and
consumer privacy interests, Section 222 codified and extended existing FCC protections concerning legitimate
customer expectations of confidentiality for their personal information in the hands of telecommunications carriers.

Section 222 imposes a duty upon common carriers “to protect the confidentiality of proprietary information
of, and relating to, other telecommunication carriers, equipment manufacturers, and customers”” and, “[e]xcept as
required by law or with the approval of the customer,” limits a carrier’s ability to use customers’ private information to
its provision of telecommunications service or supporting services.8

In 2007, the FCC further bolstered its privacy rules by adopting additional safeguards to protect customer
information against unauthorized access and disclosure, including a process for notifying law enforcement when data
breaches occur.? In enacting these revisions, the Commission authorized companies to “use forms of self-
monitoring” to comply with the “fundamental duty to remain vigilant in their protection of CPNI.”1® The Commission
opined that its regulatory enforcement authority provided carriers with adequate incentive to safeguard against
unlawful activity and protect consumers’ private information. !

During the Obama administration, the FCC took a second look at this largely self-policing privacy regime.
Closely examining the policies and practices of individual carriers, the Commission’s investigations culminated in a
series of increasingly expansive consent decrees that prescribed multi-year compliance plans and assessed large
penalties.'2 Verizon, Verizon Wireless, AT&T Services Inc., and other carriers entered into settlements and paid
fines, sometimes totaling many millions of dollars, for various failures to protect customers’ private information.

Privacy Concerns Expand to Broadband

Alongside targeted oversight, the Commission also considered structural reforms. In Connecting America:
The National Broadband Plan, released in March 2010, the Commission observed that consumers’ “limited
knowledge (if any) about how their personal data are collected and used” might give rise to concerns that would
constitute “a barrier to the adoption and utilization of broadband.”'3 With a lack of clarity surrounding the
responsibilities of those who collect and use individual data, the FCC looked to adopt policies that reflected
consumers’ desire to protect their sensitive personal information. Six years later, the Commission undertook to do
just that, with a rulemaking intended to “apply the traditional privacy requirements of the Communications Act to the
most significant communications technology of today: broadband Internet access service (BIAS).”14

Having reclassified BIAS as a common carrier under Title 1l of the Communications Act in 2015’s Open
Internet Order,'5 the Commission sought to ensure that consumers are able to understand what data their broadband
provider is collecting, what the provider does with that data, and whether consumers are protected against the
unauthorized disclosure of their information.'® The resulting privacy framework, adopted in October 2016, would
have operationalized Section 222 to safeguard “transparency, choice, and data security” as well as “heightened
protection for sensitive customer information, consistent with customer expectations.”'”
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But the proposed privacy framework proved controversial. While advocacy groups hailed the draft rules as a
vital bulwark against corporate intrusion into sensitive matters, other scholars and industry groups questioned the
potential effect of the proposed rules on competition, consumer welfare, and technological innovation. One of the
most pointed critics of the proposed rules was FCC Commissioner Ajit Pai,® who had long objected to the putatively
extralegal bent of the FCC’s expanded privacy enforcement efforts. 19

With Commissioner Pai’s elevation to Chairman by President Trump in January 2017, the political winds
shifted once again. The FCC halted implementation of the adopted privacy regulations one day before they were
scheduled to go into effect,20 giving itself additional time to act upon eleven pending petitions for reconsideration of
the BIAS Order. In February 2017, Senator Jeff Flake (R-AZ) introduced a joint resolution?! nullifying the BIAS Order
under the auspices of the Congressional Review Act (“CRA”),22 which was signed into law on April 3, 2017.22 Two
months later, in accordance with the CRA,24 the Commission issued an order dismissing as moot the petitions for
reconsideration and clarifying that the pre-BIAS Order CPNI regulations remained in effect.25

Six months later, the Restoring Internet Freedom Order was released, reversing what the Commission now
referred to as the “misguided and legally flawed” decision to classify BIAS as a common carrier under Title 1l of the
Communications Act.26 The FCC'’s foray into expanding its privacy regime to broadband providers was thus stifled by
the Commission itself. Despite assurances from the nation’s major BIAS providers that there was nothing to fear,2”
some members of the public expressed concerns about the Commission’s decision.28

A Question of Jurisdiction

Complicating the question of the FCC’s oversight of broadband providers and other emerging
communications modalities is the role of the Federal Trade Commission (“FTC”).2° Under the Federal Trade
Commission Act,3 the FTC is “empowered and directed” to prevent corporations “from using unfair methods of
competition in or affecting commerce and unfair or deceptive acts or practices in or affecting commerce.”3! This
directive does, however, exclude from its scope “common carriers subject to the Acts to regulate commerce™2 — a
phrase interpreted to include the Communications Act.33

The Communications Act defines a “common carrier,” in pertinent part, as “any person engaged as a
common carrier for hire, in interstate or foreign communication by wire or radio or interstate or foreign radio
transmission of energy. . . .”3* The FCC’s own “regulatory interpretation” of this enabling statute35 casts a common
carrier as “a person engaged in rendering communication service for hire to the public.”3¢ Under both definitions,
Congress has afforded the FCC exclusive authority to regulate communications common carriers and to “prescribe
such rules and regulations as may be necessary in the public interest.”37

Yet, with respect to evolving communications technologies, this statutory line is not as clear cut as it
appears. As the Ninth Circuit confirmed in Federal Trade Commission v. AT&T Mobility LLC, the common carrier
exemption is “activity-based, meaning that a common carrier is exempt from FTC jurisdiction only with respect to its
common-carrier activities,” rather than “status-based, such that an entity engaged in common-carrier activities is
entirely exempt from FTC jurisdiction.”38

The FTC and the FCC attempted to address this regulatory overlap by entering into a Memorandum of
Understanding in 2015. In that document, the parties, mindful of the need to “avoid duplicative, redundant, or
inconsistent oversight” in matters of overlapping authority, promulgated broad jurisdictional divisions.3°

Despite this agreement, concerns about competing regulatory jurisdictions and effectuating comprehensive
oversight of increasingly complex technologies remain. As the FTC explained to the Senate Subcommittee on
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Consumer Protection, Product Safety, Insurance, and Data Security in 2018, the distinction between common carrier
activities and other activities is difficult to apply “in today’s marketplace where the lines between telecommunications
and other services are increasingly blurred.”40

Privacy Concerns Expand to Foreign Entities

In May 2019, the Trump Administration promulgated Executive Order 13,873, which declared a national
emergency as to “the security, integrity, and reliability of information and communications technology and services
provided and used in the United States.”*" Ten months later, Congress passed the Secure and Trusted
Communications Networks Act of 2019, which prohibits the use of “certain Federal subsidies” administered by the
FCC for acquisition of “communications equipment or services posing national security risks” and “provide[s] for the
establishment of a reimbursement program for the replacement of communications equipment or services posing
such risk.”42

In accordance with these directives, and consistent with agency funding prohibitions set forth in the National
Defense Authorization Act for Fiscal Year 2019,43 in 2020 the FCC designated Huawei Technologies Company and
ZTE Corporation as national security threats for purposes of universal service support funding.44 The FCC also
created a $1.6 billion “Secure and Trusted Communications Networks Reimbursement Program” to subsidize smaller
carriers to remove and replace covered equipment” manufactured by these entities.45

During the first year of the Biden Administration, consumers continued to face significant threats to data
integrity and consumer privacy, the most notable of which also involved foreign entities. In August 2021, for instance,
T-Mobile disclosed a hack that had compromised “the first and last names, birth dates, Social Security numbers and
driver’s license information” of some 54 million customers.4¢ The perpetrator was subsequently revealed to be an
American expatriate living in Turkey, who effectuated the breach by “scanning T-Mobile’s known internet addresses
for weak spots using a simple tool available to the public.”4” Separately, two months later the Commission revoked
China Telecom (Americas) Corporation’s domestic and international operational authority under Section 214 of the
Communications Act, based in part on the “significant national security and law enforcement risks” attendant in
allowing a state-owned actor to collect personally identifiable information from U.S. citizens.48

Jurisdictional Disputes Remain Unresolved

Meanwhile, Congress sought to resolve the longstanding question of FCC-FTC jurisdiction over convergent
technologies by giving the FTC jurisdiction over cybersecurity enforcement. The Setting an American Framework to
Ensure Data Access, Transparency, and Accountability Act, introduced by Senator Roger Wicker (R-MS) in July
2021, would have removed the common carrier exemption in FTC enforcement actions regarding “unfair or deceptive
acts or practices with respect to the privacy or security of covered data.”® Likewise, the American Data Privacy
Protection Act, introduced by Representative Frank Pallone (D-NJ) in December 2022, was intended to establish a
comprehensive data privacy framework, based on the principle of express consent, under the exclusive jurisdiction of
the FTC.%0 Neither of these proposals, however, was enacted into law.

A different approach to privacy regulation was advanced, to the surprise of some, by the FTC itself. In
October 2021, the FTC published a report on the privacy practices of six major Internet Service Providers (“ISPs”)
and three associated advertising firms. ISPs, the study found, “collect significant amounts of consumer information
from the range of products and services that they offer” through means both opaque and misleading to the
consumer.5' In her remarks on the report, FTC Chair Lina M. Khan expressed her belief “that the Federal
Communications Commission has the clearest legal authority and expertise to fully oversee” the “commercial data
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practices” of ISPs — authority she hoped would be leveraged to “once again put in place the nondiscrimination rules,
privacy protections, and other basic requirements needed to create a healthier market.”2

The FCC Responds

Under the current administration, the FCC has renewed its focus on consumer privacy. In October 2021, the
Commission proposed augmenting its CPNI rules to combat subscriber identity module (“SIM”) swapping — a scheme
by which “a bad actor convinces a victim’s wireless carrier to transfer the victim’s service from the victim’s cell phone
to a cell phone in the bad actor’s possession” — and “port-out fraud,” a means of acquiring a victim’s phone number
by “openling] an account with a carrier other than the victim’s current carrier.”53 These schemes, the FCC asserted,
permit malicious parties “to take control of consumers’ cell phone accounts and wreak havoc on people’s financial
and digital lives without ever gaining physical control of a consumer’s phone,” warranting augmentation of its rules.5*
In July 2023, after a period of inactivity, the Commission introduced an updated version of the regulations, which
would “require wireless providers to adopt secure methods of authenticating a customer before redirecting a
customer’s phone number to a new device or provider” and “immediately notify customers whenever a SIM change or
port-out request is made on customers’ accounts . . . ."%5

On July 19, 2022, Jessica Rosenworcel, who was designated FCC Chair by President Biden in October
2021, sent correspondence “to the top 15 mobile providers requesting information about their data retention and data
privacy policies and general practices,” including geolocation data sharing agreements.5¢ The replies “revealed a
huge variation within the industry’s data retention and consumer privacy protocol,” prompting some consumer
advocates to demand consistent standards.5”

In January 2023, the FCC promulgated a proposed rulemaking that would, for the first time since 2007,
update and strengthen its CPNI data breach reporting rules.58 According to Chairwoman Rosenworcel, consumers
“deserve to be protected against the increase in frequency, sophistication, and scale of . . . data leaks, and the
consequences that can last years after an exposure of personal information,”5® though some common carriers have
questioned whether the enhanced regulatory burdens these rules impose outweigh this goal.0

With reports of hackable smart garage door openers®' and extortion and terror campaigns waged by
international malefactors using indoor and outdoor online cameras, %2 the Commission also proposed a new U.S.
Cyber Trust Mark (“USCTM”) program for Internet-enabled devices. While device security and integrity are not new
concepts, this is the first initiative explicitly based on the notion that “increased interconnection also brings increased
security and privacy risks.”63 Under USCTM, participation in which is voluntary, corporations will place a logo on
products meeting government-developed cybersecurity criteria, “such that consumers will know when devices meet
widely accepted security standards.”64

The New Task Force

By far the Commission’s most expansive initiative has been the creation of the Task Force on June 14, 2023

“

— a wholly new approach that accounts for the centrality of connectivity to “every aspect of modern civic and
commercial life.””®% In remarks on its launch, Chairwoman Rosenworcel stated that the “clear communications privacy
authority” afforded the Commission under the Communications Act might not be enough to address the multiplying,
multivariate forces behind ever-more complex privacy challenges: “[R]ight now we need to use the law, evolve our

policies, and approach consumer privacy and data security with new vigor.”6®
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The Task Force, led by the Chief of the Commission’s newly expanded Enforcement Bureau, does this by
coordinating “rulemaking, enforcement, and public awareness” initiatives undertaken by various components of the
FCC “in the privacy and data protection sectors, including data breaches (such as those involving
telecommunications providers) and vulnerabilities involving third-party vendors that service regulated communications
providers.”®7 It is distinguished in its “whole-of-government and public-private approach” to cybersecurity — one that
looks beyond the responsibilities of service providers to consider, per the FCC’s wide-ranging “discovery and
subpoena authorities,” supply chain integrity and national security concerns.8 Ultimately, the Task Force is a
means“to increase consumer trust and confidence” to “ensure the benefits of this new digital world do more than just
exceed its burdens” and “make communications private, safe, and secure” in a fast-changing world.6°

A little more than two months after its creation, the Task Force is in full swing. On July 28, 2023, the FCC
issued a $20 million Notice of Apparent Liability against Q Link Wireless LLC and Hello Mobile Telecom LLC for
allegedly failing to comply with the Commission’s CPNI rules.”® Chairwoman Rosenworcel stated that the action
demonstrates how the Task Force can “use the law to get results” by coordinating the efforts of “technical and legal
experts from across the agency.””!

Conclusion

As threats to privacy continue to mount, it appears the FCC, by and through the Task Force, is rising to meet
them. From decades of fractured jurisdiction, outmoded statutes and rules, and changing political philosophies, an
initiative has emerged promising consistent, comprehensive, and adaptive privacy oversight in the communications
space. The wisdom of any particular regulatory action will, of course, have to be judged on its merits. But if
companies are no longer whipsawed between different regulatory agencies and regulatory regimes, that will be a
huge step forward. With the regulatory balkanization of years past no longer an option in “an era of always-on
connectivity,”72 it appears that HEW'’s half-century-old vision of universally robust and reliable privacy protections for
consumers may finally come to pass.

If you have any questions about the issues addressed in this memorandum or if you would like a copy of any
of the materials mentioned, please do not hesitate to call or email the author Chérie R. Kiser (Partner) at
ckiser@cahill.com or 202.862.8950 or email publications@cahill.com. Matthew L. Conaty (Counsel) is also

recognized for his contribution to this memorandum.
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