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accordingly should take great care to
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of the need to disclose. According to
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the interpretation, “The [SEC] believes

decisions.

on Form 10-K and Quarterly Reports
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Recent Enforcement Actions
For Inadequate Controls
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a generalized inadequacy of security

information in the disclosure. As a result,

to the vulnerability that had triggered

controls or disclosure. Several recent

the SEC deemed both the disclosure and

the data breach. The order specifically

SEC orders make clear, however, that the

the controls deficient, and the company

found that Pearson’s controls were not

occurrence of a cyber-incident likely will

was required to pay nearly half a million

reasonable either to assess or elevate

lead to an expansive review and scrutiny

dollars to settle the issue.

the issue for disclosure, even though

of both the disclosures made about the

On Aug. 16, 2021, the SEC settled

Pearson had created an incident man-

incident, in addition to all prior securi-

charges against Pearson plc, a software

agement response team and retained

ty-related disclosures and the relevant

provider to schools and universities,

third-party consultants to investigate

controls that were in place to support

stemming from Pearson’s disclosures

the breach. In its order, the SEC charged

them. Furthermore, the scope of recent

in its July 2019 media statement and 6-K

Pearson with violations of Rules 17(a)
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Risk Factors. Pearson’s 6-K had referred

(2) and 17(a)(3) of the Securities Act

a robust communication between the

to a data breach risk as “hypothetical”

of 1933 and various other rules under

technical staff and the reporting execu-

even after an actual breach affecting mil-

the Exchange Act for the misleading

tives to ensure that all disclosures are

lions of students’ records, and stated

statements, together with insufficient

complete and do not omit important

that the disclosure of the incident was

disclosure controls, and Pearson ulti-

information.
On June 15, 2021, the SEC announced
the settlement of charges against real
estate settlement company First American Financial Corporation, a real estate
settlement services provider, stemming
from disclosures in its May 2019 press
release and 8-K. Those statements had
purported to disclose a sharing vulnerability that had inadvertently exposed
over 800 million images containing social
security numbers and financial information dating back to 2003. Although

mately agreed to a $1 million penalty.
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A retrospective scrutiny of internal
controls in these recent cases is generally consistent with the SEC’s public
posture, and they show a willingness
to scrutinize and charge conduct and
disclosures that might previously have
been deemed adequate if made in good
faith. As recently as 2017, the SEC was
telling issuers with respect to cyber
incidents and risks, “We recognize this
is a complex area subject to significant
judgment, and we are not looking to

company disclosures had indicated a tip

only precipitated by media reports,

second-guess reasonable, good faith

from a journalist on May 24, 2019 as the

rather than the internal discovery of the

disclosure decisions.” How much of

triggering event, the SEC order observed

event by the company that had occurred

that statement remains accurate today

that security staff had in fact identified

earlier. The company poorly described

is an open question in the current envi-

the vulnerability several months ear-

the intrusion as an “authorized access”

ronment, and issuers should plan in

lier, and that the company had failed to

and speculated about the scope of the

advance for an inquiry into any mate-

remediate it pursuant to company policy.

number of records and data covered

rial judgment calls, and implement a

Although the company stated that the

and potential for misuse, when much

security program and response plan

senior executives responsible for pub-

more concrete information was already

that can be defended in the event of a

lic statements were never apprised of

available to them. Notably, the SEC also

major incident.

the discovery, the SEC was evidently

faulted the disclosure of the security

unpersuaded that this should relieve the

program in place as inadequate, citing

company of responsibility to include this

a patching issue and failure to attend
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